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Abstract: Background: Digital transformation has become essential for strengthening health systems in low- and middle-income
countries (LMICs), which often experience workforce shortages, fragmented governance, inadequate infrastructure, and ongoing health
inequities. Advances in artificial intelligence (AI), big data analytics, interoperability frameworks, precision medicine (PM), and con-
nected health technologies present opportunities to improve access, quality, efficiency, and resilience within these systems. However,
the implementation of these technologies remains inconsistent due to structural, regulatory, financial, and capacity-related barriers. This
narrative review synthesizes current evidence on digital health transformation in LMICs, focusing on emerging technologies, system-
level challenges, and future directions. Methods: A narrative literature review of peer-reviewed articles and grey literature published
between 2015 and 2025 was conducted to examine digital health initiatives across health system functions. Results: LMICs have
significant opportunities to utilize digital health to drive transformative reforms in their health systems. However, they face challenges
stemming from a persistent “triple divide” that includes gaps in infrastructure, limitations in digital literacy, and disparities in data
access. Additional barriers to progress include fragmented, non-interoperable systems; weak regulatory frameworks; deficiencies in
data governance; infrastructure limitations; workforce shortages; algorithmic bias; and unequal access to resources. Promising solu-
tions highlight the importance of developing interoperable digital public infrastructure (DPI), utilizing AI-enabled data harmonization,
implementing federated learning, adapting governance models, and designing people-centered systems. Conclusions: Digital health
has the potential to significantly enhance the resilience, equity, and sustainability of health systems in LMICs. This transformation can
be achieved through coordinated national strategies, strong governance, inclusive and interoperable digital architectures, and consistent
investment in workforce and institutional capacity. Future initiatives should prioritize ethical, context-sensitive AI, interoperability,
and locally driven innovation to ensure lasting improvements in population health.

Keywords: artificial intelligence; big data analytics; digital health; digital transformation; health system strengthening; Internet of
Medical Things; interoperable health information systems; low- and middle-income countries

1. Introduction

The digital revolution has significantly transformed healthcare systems worldwide. This transformation involves us-
ing information and communications technologies (ICTs) to enhance health and improve services. [1,2]. Initially focused
on mobile health (m-health) and electronic health (e-Health), this transformation has now expanded to include emerging
fields such as AI, genomics, advanced computing, and big data analytics [3]. The technologies encompass a wide range of
applications, such as mobile phones and apps, wearable devices, electronic health records (EHRs), remote monitoring sen-
sors, virtual care, robotics, and virtual reality (VR) [3,4]. These tools are increasingly utilized throughout the continuum of
care. This continuum begins with prevention and health promotion, and extends to improve clinical decision-making, treat-
ment effectiveness, access to care, chronic disease management, and the promotion of person-centred care (PCC) [3,5,6].

1

10.37978/tijfs.v08i01.002
https://creative commons.org/licenses/by/4.0/


https://doi.org/10.37978/tijfs.v08i01.002

Healthcare providers and professionals play a crucial role in this transformation, applying technological innovations to
address challenges within the health system and deliver high-quality care [4,7].

Digital transformation in healthcare is driven by several factors, including rapid technological advancement, the
growing demand for data-driven clinical decision-making, PCC, and the maturation of analytical methods such as machine
learning (ML) [4,7]. These developments enable the secure collection, processing, exchange, and near-real-time analy-
sis of large volumes of clinical and non-clinical data. This not only fosters a more comprehensive approach to PCC but
also enhances service management and supports population-level planning in both resource-rich and resource-constrained
country settings [7–10]. This transformation is particularly crucial for LMICs. According to the World Bank, countries
are categorized into four economic groups: low-income, lower-middle-income, upper-middle-income, and high-income.
This classification is based on Gross National Income (GNI) per capita in U.S. dollars, converted from local currency
using the Atlas method. For the 2026 fiscal year, low-income countries are defined as those with a GNI per capita of
$1135 or less; lower-middle-income countries are between $1136 and $4495; upper-middle-income countries are between
$4496 and $13,935; and high-income countries are those with a GNI per capita of $13,935 or more [11]. Many LMICs
experience persistent challenges in their health systems, including shortages of the skilled health workforce, limited infras-
tructure, fragmented service delivery, barriers to access, and affordability issues [12,13]. Advances in health technologies
offer a pathway to address gaps in the health system. The widespread use of mobile phones and growing availability of
internet connectivity have accelerated the adoption of digital tools, such as EHRs, AI-enabled clinical decision-support
systems, wearable monitoring devices, and ML applications. These innovations present opportunities to tackle the chal-
lenges mentioned earlier and enhance coordinated service delivery [6,14]. When integrated within interoperable digital
ecosystems, these applications can reduce medical errors, enhance continuity of care, and strengthen overall health system
performance [4,15].

The World Health Organization (WHO) has emphasized the significance of digital health as a crucial element in
reaching its “triple billion” goals, which aim to expand universal health coverage (UHC) [3]. In many LMICs, digital
health initiatives have evolved from small-scale, donor-driven projects into more comprehensive national strategies, a
transition that was accelerated by the COVID-19 pandemic [15]. However, many of these interventions remain context-
specific and narrowly focused, making it challenging to address broader system-level issues effectively [16].

By the end of 2025, approximately 82% of the global population owned a mobile phone, with about 58% utilizing
mobile internet services. However, ownership of mobile phones and access to the internet in LMICs remain significantly
lower [17]. In low-income countries (LICs), around 50% to 60% of the population owns a mobile phone, and the adoption
of mobile internet is often limited by the issues of affordability and accessibility [13,17–21]. These disparities contribute
to ongoing digital divides that influence the adoption and effectiveness of digital health interventions.

Additionally, structural barriers hinder the large-scale adoption of digital transformation. These barriers include
inadequate digital infrastructure, limited interoperability between systems, privacy and cybersecurity risks, and underde-
veloped regulatory frameworks [13,19]. Moreover, insufficient digital literacy among health professionals, policymakers,
and patients further restricts the effective adoption and usage of digital applications. Without deliberate inclusive design,
digital health solutions may exacerbate existing disparities in income, gender, literacy, and geographic location [22,23]. As
a result, digital health transformation in LMICs remains uneven, characterized by varying levels of effectiveness, limited
scalability, and concerns about sustainability [8].

To effectively address these challenges, we need coordinated, inclusive, and equitable strategies. Collaboration
among governments, academic institutions, the private sector, and civil society is essential for transforming technologi-
cal innovation into sustainable improvements in the health system. Strengthening governance frameworks, investing in
shared and interoperable data infrastructures, and promoting knowledge exchange across sectors can ensure that the digital
transformation significantly advances health equity and contributes to UHC in LMICs [24]. The objective of this narrative
review is to provide a comprehensive understanding of emerging trends, key challenges, and future opportunities in the
digital health transformation within LMIC health systems.

2. Methodology

2.1. Narrative Review Approach

A narrative literature review was conducted to synthesize published studies and grey literature on digital health
transformation, particularly its implementation in LMICs. The review included a diverse range of sources, such as studies
with various designs, literature reviews, case studies, policy reports, conference papers, and publications from international
healthcare organizations. During the initial search and evaluation, key themes and priorities were identified based on
factors such as relevance, recency, and contribution to understanding digital health transformation in LMICs.
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2.1.1. Information Sources

In December 2025, a search was conducted across several databases, including PubMed, Google Scholar, Cochrane
Library, and Google Search. Specific terms, outlined in the Box 1, were systematically combined using Boolean oper-
ators to capture a comprehensive set of relevant literature, policy documents, and global health reports on digital health
transformation in LMICs. Additionally, more publications were identified through citation chasing of the selected studies.
Targeted hand-searching of the websites and the publications of international organizations—such as the WHO, the World
Bank, the United Nations Children’s Fund (UNICEF), and the United Nations Development Programme (UNDP)—was
also carried out to locate relevant strategic frameworks, policy documents, and technical reports for inclusion in this review.

Box 1. Specific terms used to conduct search across databases.

Digital health, health technologies, digital transformation, digitalization, health care, mHealth, telemedicine, artificial intelligence,
digital health information systems, digital tools, disease surveillance, LMICs.

2.1.2. Inclusion Criteria

This narrative review includes studies and reports that met the following criteria: (a) Economic setting: The studies
must have been conducted in or relevant to LMICs, as defined by the World Bank classification at the time of publica-
tion [11]. (b) Topic relevance: Publications should focus on digital health interventions, systems, or policies. This includes
mHealth, telemedicine and telehealth, EHRs and health information systems (HISs), AI and data analytics in healthcare,
digital tools for disease surveillance, service delivery, or health workforce support, ML, PM, AI-driven data analysis, big
data analytics, and internet of medical things (IoMT). (c) Health system relevance: Studies must address health-system-
level outcomes, such as access to care, quality of services, efficiency, equity, governance, workforce capacity, or health
system resilience. This includes case studies, but excludes any disease-specific pilot projects. (d) Study type: Eligible
studies include peer-reviewed original research articles, review articles (narrative, scoping, or systematic reviews), and
policy-relevant grey literature from international organizations (e.g., WHO, World Bank, UNICEF, UNDP). (e) Time
frame: Publications should be dated between January 2015 and December 2025 to reflect the contemporary evolution of
digital health in LMICs. (f) Language: Publications must be available in English.

2.1.3. Exclusion Criteria

Studies were excluded from the review if they met any of the following criteria: (a) Economic setting: Studies
conducted exclusively in high-income countries that do not explicitly discuss their relevance or applicability to LMICs.
(b) Limited digital health relevance: Publications that primarily focus on general information and communication technolo-
gies without clear applications in healthcare. This category includes studies that describe digital tools without assessing
their implementation, usage, or implications for health systems. (c) Clinical focus without health system relevance: Stud-
ies that concentrate narrowly on clinical efficacy or technical performance without addressing health system integration,
implementation, policy relevance, or broader service delivery implications. (d) Non-scholarly sources: Opinion pieces,
editorials, commentaries, or blog posts. (e) Time frame: Publications that were published before 2015. (f) Language:
Publications that are not available in English.

The table below presents the study protocol, illustrating the literature identification, screening, selection, and synthe-
sis process undertaken in this review (Table 1).

Table 1. The study protocol and the literature selection process.

Items Specification

Search period 1–31 December 2025.

Database PUBMED, Google Scholar, Cochrane Library, Google Search, Organizational websites (e.g.,
WHO, World Bank, UNICEF, UNDP).

Search Terms
Digital health, health technologies, digital transformation, digitalization, telemedicine, artificial
intelligence, machine learning, digital health information systems, digital tools, precision
medicine, AI-driven data analysis, big data analytics, Internet of Medical Things, LMIC.

Time Frame January 2015 to December 2025.
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Table 1. Cont.

Items Specification

Inclusion and exclusion criteria

Inclusion: peer-reviewed original articles; reviews; case studies; and grey literature/reports
from WHO, World Bank, UNICEF, UNDP; English; studies conducted in LMICs.

Exclusion: non-peer-reviewed articles; editorials; conference papers; non-English; studies not
conducted in or not relevant to LMICs.

Selection process F.Y. performed the search and made the final decision regarding selection.

2.1.4. Study Selection

The author independently screened articles and grey literature identified during the initial search by reviewing their
titles and abstracts. Publications that met the predefined inclusion criteria were selected for further assessment, while
those that did not were excluded. The full texts of potentially relevant publications were then reviewed for final selection.
The selection process was iterative, meaning that additional exclusions occurred during the synthesis and writing stages
as thematic categories developed and relevance to the review objectives was reevaluated. Duplicate publications were
identified and removed to prevent overlap in the synthesized evidence. A PRISMA flowchart was used to visualize the
study selection process (Figure 1).

Figure 1. Flow diagram of the literature search.
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2.1.5. Data Extraction and Synthesis

Data extraction and synthesis were conducted using an iterative narrative review approach. A data extraction table
was created to systematically organize relevant information from the included literature (see Supplement Document). This
table included details such as title, authors, journal or organization name, publication type, and the primary focus of
each study. Following data extraction, the findings were analysed using a manual inductive thematic coding approach.
Initial codes were generated from the extracted data based on recurring concepts, patterns, and issues identified across
the literature. These codes were reviewed and grouped into broader thematic categories through an iterative process of
comparison and refinement.

The findings were subsequently synthesized through thematic narrative analysis. Studies were grouped based on
recurring concepts, digital health domains, health system functions, implementation contexts, reported challenges, and
proposed opportunities or future directions. Initial thematic categories were developed based on the frequency, relevance,
and consistency of topics identified in the literature. Key themes included interoperability, AI, big data analytics, PM,
IoMT, blockchain applications, governance and regulation, workforce capacity, and equity-related challenges.

To enhance the reliability of the thematic analysis, the emerging themes were cross-checked against the original pub-
lications throughout the synthesis process. Studies assigned to each theme were reviewed repeatedly to ensure consistency
between extracted findings and the thematic categories. Themes were refined through iterative comparison across studies,
and only themes supported by multiple publications were retained in the final synthesis. In addition, the identified themes
were compared with existing global digital health frameworks, including the WHO digital health strategies and related
policy guidance, to assess their conceptual consistency and relevance. Particular emphasis was placed on themes rele-
vant across multiple LMIC contexts, reflecting broader sustainability and health system implications. The final thematic
structure was refined iteratively to ensure coherence, conceptual clarity, and alignment with the review’s objectives.

3. Result

Over the past few decades, health systems worldwide have undergone significant digital transformation. In the 2010s,
the focus was primarily on expanding mobile phone penetration and developing interactive mHealth applications [15,18].
The COVID-19 pandemic acted as a crucial catalyst, accelerating the adoption of telemedicine, digital surveillance sys-
tems, and virtual care models. These innovations enabled essential services to continue during the pandemic’s disruptive
periods [25]. More recently, between 2024 and 2025, the rapid advancement of Generative AI and ML has emerged as a
new frontier, providing innovative solutions to ongoing challenges within health systems [25].

A conceptual framework has been developed to illustrate the relationships among the key pillars of digital health trans-
formation, integrated health data ecosystems, emerging digital technologies, implementation pathways, and system-level
outcomes (Figure 2). Cross-cutting constraints and enablers affect all stages of digital health transformation in LMICs.

This section provides a detailed overview of digital innovations in the health sector, exploring their specific applica-
tions and the outcomes they produce. The goal is to highlight how these technological advancements enhance healthcare
delivery, improve patient outcomes, and transform traditional practices into more efficient and effective processes. This
exploration will examine the advantages and challenges of implementing these innovations in real-world health settings,
as well as their applications and outcomes. Notably, technologies such as PM, IoMT, and Blockchain may not be feasible
to implement in LMICs in the near future.

3.1. Emerging Frontiers in Digital Health Transformation

3.1.1. Digital Health Data Integration Ecosystem—Interoperability

Interoperability is essential for digital healthcare systems [26,27]. EHRs play a vital role in improving health service
delivery by centralizing patient information, improving data accessibility among providers, and enabling patients to access
their own medical data [6,28,29]. Furthermore, integrating EHRs with biobanks and genomic databases has demonstrated
significant potential to advance PM initiatives [26].

Digital Public Infrastructure

DPI provides a cohesive digital ecosystem that delivers services quickly and efficiently. When incorporated into the
health system and coupled with AI-driven applications, DPI can serve as a catalyst for improving access, affordability, and
quality of care. Interoperable data-sharing frameworks, digital identity systems, and real-time patient records enable AI
algorithms to analyse extensive health data for purposes such as disease surveillance, early warning systems during public
health emergencies, and PM applications. This integration has the potential to enhance patient outcomes and optimize
resource allocation. According to the World Bank, DPI could advance UHC and facilitate the delivery of affordable,
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high-quality health services to up to 1.5 billion people by 2030. Additionally, AI-enhanced DPI improves supply chain
transparency, medicine verification, and system resilience [30].

Figure 2. Conceptual framework of emerging digital health transformation in LMICs. The framework illustrates how foundational digi-
tal health pillars enable integrated data ecosystems that support emerging technologies, which are translated into practical health system
applications and ultimately contribute to health system strengthening. Cross-cutting enablers and constraints influence implementation
across all stages, while continuous learning and adaptive governance support long-term sustainability and improvement.
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3.1.2. Integration of AI in Healthcare

AI-Driven Diagnostics and Generative AI

AI and ML have become critical tools for addressing challenges within health systems. These challenges include
rising healthcare costs, the double burden of diseases, shortages of trained healthcare professionals, and inequities in access
to healthcare services [31–34]. AI applications are increasingly transforming healthcare administration, service delivery,
and public health infrastructure through methods such as ML, natural language processing, and systems for image and
signal analysis [6,14,35,36]. Recently, large language models (LLMs) have been tested as decision-support “co-pilots”
for community health workers, aiding in the translation of clinical guidelines into local languages and facilitating task
delegation among healthcare providers. AI-driven analytics also support equity monitoring by identifying disparities in
service utilization, thus informing policy responses. Furthermore, predictive analytics can enhance outbreak preparedness
by enabling early detection and proactive resource allocation [34,37].

In LMICs, AI is being explored for various applications, including diagnostics, remote monitoring of chronic con-
ditions, primary care delivery, disease surveillance, and outbreak prediction [3,6,25]. Given the significant workforce
shortages in these regions, AI-enabled applications can serve as “force multipliers”, helping clinicians make faster deci-
sions and allowing them to monitor more patients through remote tools. Automated triage systems can manage initial
assessment, reducing the workload of primary care providers. Additionally, AI can help detect outbreaks earlier, thereby
requiring fewer health professionals. These technologies enhance the effectiveness, reach, and productivity of existing
healthcare workers and systems without necessitating a proportional increase in human resources [3,20,25,38].

AI-Driven Data Analysis

Secure and interoperable data exchange is crucial for both primary and secondary uses of health data. In primary
contexts, it ensures continuity of care, enhances quality, and supports clinical decision-making. In secondary applications,
it facilitates health systems research, population health analytics, and the validation, benchmarking, and deployment of AI
and big data solutions [27]. In LMICs, AI-driven data analysis can significantly improve health system performance by
addressing workforce shortages, overcoming fragmented HISs, and increasing access to specialist care. When integrated
into an interoperable digital ecosystem, AI-enabled clinical applications can help standardize decision-making and extend
the reach of limited specialist services [3,36].

By embedding AI within interoperable health systems, a variety of data sources, such as patient records, laboratory
results, social determinants of health, administrative registries, and public health data, can be effectively integrated. This
integration enhances continuity of care, supports clinical decision-making, improves system responsiveness, and aids in
evidence-based policymaking [3,39,40]. Moreover, AI can facilitate the early detection of disease patterns and support
healthcare workers, who are often overburdened, in delivering timely care. Predictive analytics can also facilitate more
efficient allocation of scarce resources, such as staffing, diagnostics, and hospital capacity, ultimately strengthening overall
health system efficiency. Additionally, when combinedwith interoperable HISs andDPI, this integration allowsAI andML
models to function safely and contextually, supporting both clinical care and population-level decision-making [39,41].

3.1.3. Big Data Analytics in Healthcare

Big data analytics is crucial for transforming healthcare practices and research. It facilitates the acquisition, man-
agement, analysis, and integration of large volumes of diverse health data, both structured and unstructured [36]. This
process leads to improved data-driven clinical decision support, optimized care delivery, and enhanced evidence-based
health planning. Key areas of focus in this field include medical image processing, signal processing, and genomics [42].
High-dimensional imaging data are utilized to train deep learning models for diagnostics, risk assessment, and treatment
planning. Additionally, continuous medical signals allow real-time monitoring, predictive analytics, and risk assessment.
Advances in genomic sequencing further enhance AI-driven PM by enabling large-scale pattern recognition and risk strati-
fication [36,42]. An example of effective implementation in Armenia is the development of a national cancer registry that
incorporates genetic and genomic testing data. This registry is accessible to all clinics and laboratories nationwide and
provides vital support for cancer patients. It is used for genetic testing and counselling for individuals with a high genetic
predisposition and plays a role in PM initiatives [43]. By integrating various datasets into interoperable digital ecosystems,
big data analytics empowers LMICs to implement predictive, personalized, and population-level interventions that address
gaps in their health systems.

3.1.4. Precision Medicine

PM represents a significant shift in the prevention and treatment of diseases. It combines clinical, genetic, genomic,
and epigenetic data to predict individual vulnerability, disease progression, and response to therapies [44–47]. Advances
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in AI and ML, along with interoperable data ecosystems, are essential for the successful implementation of PM [44]. By
utilizing genomic sequencing and advanced analytics, clinicians can more accurately predict and tailor individualized
treatment plans, reduce trial-and-error prescribing, and minimize adverse drug reactions [45,47,48]. In LMICs, PM offers
considerable promise and substantial structural challenges. Key opportunities for PM in these regions include managing
infectious and non-communicable diseases and applying pharmacogenomics [46,48,49].

Recently, there has been a shift toward “Precision Public Health,” which extends the principle of PM from focus-
ing solely on individuals to implementing population-level interventions [39,50]. This approach uses integrated data
on genomic and environmental factors, as well as social determinants of health, to enhance outbreak prediction, assess
climate-related health risks, and guide targeted planning and resource allocation [39,50]. Considering that climate change
disproportionately affects LMICs, it is vital to incorporate environmental and climate data into the digital ecosystem to
improve preparedness and resilience [41]. However, to fully realize the potential of these innovations, we need strong
data governance frameworks, ethical oversight, interoperable data ecosystems, and ongoing investment in local genomic,
digital, and computational infrastructure, as well as the development of workforce capacity [38,39,46,50]. Meeting these
requirements will pose a significant challenge for many LMICs in the foreseeable future.

3.1.5. The Internet of Medical Things and Remote Monitoring

The concept of a “hyperconnected healthcare ecosystem” has become a reality in many countries, including several
middle-income countries (MICs). IoMT refers to the network of medical devices—such as wearables, implantable sensors,
and smart hospital equipment—that provide real-time data [51]. By integrating these connected devices with an interop-
erable health ecosystem, IoMT facilitates a more responsive, data-driven approach to PCC. IoMT enables remote care in
several ways, including: (a) testing and tracing for disease spread for infectious diseases, (b) real-time health monitoring,
particularly for chronic diseasemanagement, (c) utilizing healthcaremonitoring devices like smart pens, smart wearable de-
vices like smart watches, smart implants, smart tooth brushes, sleep trackers, and loneliness detectors, (d) developing smart
hospitals and smart operating rooms, (e) implementing smart medication-automated medication management, (f) tracing
digital biomarkers, (g) providing robotic assistance, (h) supporting virtual planning and simulation- and navigation-guided
surgery; (i) offering mobile and smartphone applications, (j) utilizing voice assistants; (k) enabling ambient assisted living;
(l) detecting adverse drug reactions; and (m) facilitating telemedicine [51]. Furthermore, the integration of Metaverse tech-
nology into IoMT, through augmented reality (AR), mixed reality (MR), and VR offers opportunities for surgical training,
rehabilitation, remote collaboration, and enhanced patient engagement [52–55].

3.1.6. Blockchain for Data Security and Supply Chain Integrity

Blockchain technology offers a promising solution for enhancing data security, patient-centred interoperability, and
supply chain integrity within the digital health ecosystem [27]. By facilitating decentralized, secure digital data ledgers,
blockchain has the potential to improve medical record management, streamline insurance claims processing, and sup-
port biomedical research [56,57]. This technology not only supports institution-driven interoperability models but also
promotes a patient-centred interoperability approach, allowing individuals to access their own health information. This
model is particularly relevant in LMICs, where internal migration is common, care pathways are often fragmented, and
referral systems may be unreliable [27,56,58]. By shifting the control from institutions to individuals, blockchain-based
systems could enhance transparency, trust, and accountability in health information exchange (HIE).

As digital health systems face an increasing threat of cyberattacks, blockchain provides enhanced protection of
patient identity and data integrity through cryptographic validation and distributed consensus mechanisms [56]. Addition-
ally, blockchain-based pharmaceutical traceability systems can help combat counterfeit medicines by tracking products
throughout the supply chain, which is a critical concern in many LMICs [59,60].

4. Discussion

4.1. Key Challenges in Digital Health Transformation in LMICs

Despite rapid technological advancements and increased global investment, digital health transformation in LMICs
continues to face persistent structural, systemic, and contextual challenges. Although the COVID-19 pandemic acceler-
ated the adoption of digital applications, particularly telemedicine and digital surveillance, progress toward creating fully
integrated and sustainable digital health ecosystems has been inconsistent. The challenges, often referred to as the “digital
health divide,” can be categorized into four primary areas: infrastructure, literacy, governance, and equity. These factors
hinder scalability, interoperability, and equitable health outcomes in many LMICs.

8

https://doi.org/10.37978/tijfs.v08i01.002


https://doi.org/10.37978/tijfs.v08i01.002

4.1.1. Infrastructure and Connectivity Gaps: The “Double Divide”

Inadequate digital infrastructure remains one of the most significant barriers to digital health transformation in
LMICs. Many of these countries continue to struggle with unreliable power supplies, limited broadband coverage, and
unstable internet connectivity. These issues hinder the advancement of HISs, cloud-based EHRs, and AI-enabled appli-
cations [27,61,62]. In addition to connectivity limitations, LMICs also experience a “hardware gap” across all levels of
their health systems, which restricts the potential for digital transformation [25,62]. Although mobile phone penetration is
relatively high in many LMICs, the quality, speed, and affordability of data services are often insufficient for supporting
data-intensive applications, such as real-time remote monitoring or AI-driven decision-making [17,18].

Furthermore, disparities in infrastructure and access to services are widespread in most LMICs, exacerbating in-
equities in digital health adoption [16,63,64]. A shortage of skilled personnel is another critical barrier to progress [65]. If
foundational infrastructure gaps are addressed, investments in AI, interoperable health ecosystems, and DPI risk deepen-
ing exist inequities, limiting scalability, and preventing digital health innovations from achieving the intended impact in
LMIC health systems [18,64–66].

4.1.2. Digital Health Literacy and Workforce Capacity

The digital transformation in healthcare relies not only on the availability of digital infrastructure but also on work-
force capacity and digital literacy of the workforce. A significant challenge identified in many LMICs is limited “digital
readiness” [27,67]. Health workers often lack adequate training in digital applications, data interpretation, and AI-assisted
decision-making, which diminishes the effectiveness and sustainability of digital health interventions. Additionally, there
is a shortage of personnel with advanced technical and informatics skills, further hindering system maturity and prepared-
ness for AI implementation [65]. Inadequate training in these areas leads to a lack of human resources, adversely impacting
user safety and the overall effectiveness of health services [65].

Moreover, the outcomes of digital technologies can vary significantly among different population groups within a
country or region [63]. Digital health initiatives risk exacerbating existing inequities by disproportionately benefiting
individuals with higher levels of education or better digital skills. Patients with low literacy or limited experience using
digital platforms may struggle to navigate applications or identify misinformation, which can ultimately erode trust in
health systems [16,63].

4.1.3. Governance, Regulation, and Ethical Challenges

Data governance and regulatory frameworks pose significant barriers to digital health transformation inmany LMICs.
Many of these countries lack comprehensive policies regarding data protection, privacy, interoperability, and ethical over-
sight of digital health technologies [27,61,68]. Although consent mechanisms are often included in digital applications,
users frequently lack awareness and understanding of the potential risks associated with the use or misuse of their data [68].

The integration of AI into healthcare has intensified these ethical and regulatory challenges. Key concerns include
algorithmic bias, a lack of transparency in “black-box” models, data privacy and safety risks, and unclear liability for AI-
driven clinical decisions [25]. Most LMICs lack a legal framework to govern AI accountability, particularly when models
are trained on datasets from high-income countries that may not accurately reflect local populations and contexts. Weak
governance further exacerbates these challenges, leading to inefficiencies, errors, waste, and corruption that undermine
trust and compromise equitable service delivery [69,70]. As digital health initiatives evolve from pilot projects to national
strategies, the absence of unified legal and governance frameworks has become a critical obstacle.

Robust governance frameworks are essential for the ethical and secure use of AI in digital health systems, partic-
ularly concerning patient data access and processing. Such frameworks may include strong safeguards for data privacy,
cybersecurity, and informed consent, along with clear accountability for AI-driven decisions. Without these governance
structures in place, the risk of misusing sensitive health data, experiencing algorithmic bias, and encountering opaque
decision-making processes increases, disproportionately affecting vulnerable populations in LMICs [70]. Additionally,
weak regulatory environments may exacerbate existing health inequalities if AI systems are trained on non-representative
datasets or deployed without adequate validation in local contexts. These challenges can undermine public trust in digital
health systems and hinder adoption by both healthcare providers and patients [69]. It is crucial to develop transparent regu-
latory standards, ethical guidelines, and context-sensitive governance mechanisms to ensure that AI contributes equitably
and safely to strengthening health systems in LMIC settings [25,69,70].

4.1.4. Algorithmic Bias and Health Inequity

A growing concern in digital transformation in healthcare is the potential to unintentionally widen existing inequities.
Algorithmic bias occurs when AI systems amplify disparities related to socioeconomic status, ethnicity, gender or sexual
orientation, religion, disability, or geographic location. This poses significant challenges in many LMICs [27,65,71].
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Disparities in access to technology raise important questions about equity [66]. AI models require large, high-quality, and
representative datasets; however, LMIC populations are often underrepresented in these datasets. This underrepresentation
leads to reduced accuracy and reliability for marginalized or low-income groups. Additionally, economic barriers, such
as high costs for smart devices, internet connectivity, and data plans, create a “digital entry fee” that prevents nearly half
of the LMIC populations from accessing digital health services. This situation undermines the goals of the WHO and
the World Bank, which aim to advance digital transformation and achieve UHC [15]. Without a clear equity framework,
digital health initiatives risk reinforcing the very disparities they seek to address.

4.1.5. Sustainability

Sustainability remains a critical challenge in digital health ecosystems in LMICs. Many initiatives in these settings
are small-scale projects funded by donors that often lack clear pathways to scale up to the national level or to integrate into
existing health systems. Various factors, such as reliance on external financing, high implementation costs, limited local
technical expertise, corruption, and uncertain returns on investment, continue to hinder long-term viability [1,7,72]. To
address these challenges, there is a fundamental shift toward sustainable and diversified financingmodels. Blended finance
has emerged as a particularly promising approach, strategically combining public funding with private capital to mobilize
private capital flows towards emerging and frontier markets, such as healthcare digitalization. By improving risk-adjusted
returns, blended finance makes the digital health market more attractive to private investors and is increasingly utilized
for public–private partnerships (PPPs) [73]. An example of a successful blended-finance model focused on healthcare
innovation in Africa is Villgro Africa. It combines grant funding with impact investment, reducing risk for early-stage
investors [74]. The open-source logistics management information system (LMIS) in Nigeria demonstrates a successful
transition from donor-reliant models to private-sector stewardship through a PPP [74]. Multilateral development banks,
such as the World Bank Group, the African Development Bank, and the Asian Development Bank, play a catalytic role
in structuring and maximizing the use of these financial mechanisms. Additionally, the strategic alignment of Donor
Investments in digital health is essential for coordinating fragmented funding around shared national priorities.

However, financial innovation alone is not sufficient. Achieving long-term sustainability requires leveraging local
resources and strengthening multisectoral collaboration. Indonesia serves as a relevant example of effective multisectoral
coordination in the development and national-scale implementation of digital health applications. This approach has
enabled coordinated engagement across government ministries, the private sector, civil society, and development partners,
demonstrating the achievements possible through coherent multisectoral governance [75].

Capacity-building is equally fundamental. Sustained investment in digital health competencies at the local level
is crucial for the effective adoption, maintenance, and long-term sustainability of digital systems within local contexts.
Without meaningful user engagement, adequate training, and seamless integration into clinical workflows, digital health
interventions may face low uptake, user fatigue, and eventual abandonment. Overburdened healthcare providers often
resist digital tools they perceive as adding to their administrative workload rather than improving service delivery. Thus,
ensuring sustainability in digital health requires not only financial innovation but also institutional strengthening and
workforce development to support long-term system integration [53].

4.2. Challenges in the Emerging Frontiers in Digital Health Transformation—Following the Themes

4.2.1. Short-Term Implementable Technologies

Digital Health Data Integration Ecosystem—Interoperability

Interoperability is essential for effective digital health ecosystems, especially as emerging technologies such as AI,
blockchain, and federated learning become increasingly integrated into health systems [27,61]. However, in many LMICs,
interoperability is often limited by fragmented digital landscapes. These landscapes are characterized by siloed information
systems, incompatible platforms, and misaligned national policies [27,61]. Technical barriers are further complicated by
legal fragmentation, weak institutional coordination, limited workforce capacity, and a lack of cohesive national digital
health strategies [27].

Many HISs are designed to operate within provider- or institution-centric models that prioritize organizational work-
flows. Unfortunately, this approach restricts the sharing of longitudinal data, particularly in contexts where patients fre-
quently move across facilities and regions [19,61]. From the perspective of PCC, there are additional gaps, including the
limited integration of patient-generated health data (PGHD) into EHRs, a lack of user-friendly interfaces, and insufficient
real-time feedback. These issues hinder patient engagement in care processes, compromising continuity of care, treatment
adherence, service personalization, and the overall effectiveness of digital PCC strategies [26].
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Integration of Artificial Intelligence in Healthcare

AI has the potential to significantly transform healthcare delivery and improve system efficiency. However, LMICs
face numerous challenges in effectively adopting this technology. One major constraint is the quality and availability of
data. AI models require large, representative, and continuously updated datasets. Unfortunately, many LMICs struggle
with what is termed “data poverty,” where local populations are often underrepresented. This underrepresentation can
lead to algorithmic bias and reduced accuracy in AI models [25,27,65,71]. Additionally, regulatory and ethical concerns
impede implementation. Many LMICs lack comprehensive legal frameworks to ensure accountability in AI applications,
transparency in the operation of “black-box” algorithms, and the protection of patient privacy [25,65,71]. Technical and
infrastructure challenges also play a significant role. Issues such as limited computational capacity, unreliable internet
connectivity, and restricted access to cloud-based resources hinder the scalable deployment of AI technologies [13,19].
Moreover, workforce gaps are a critical bottleneck. Shortages of trained data scientists, health informaticians, and clini-
cians skilled in AI integration compromise system readiness and long-term sustainability [8]. Lastly, issues of acceptability
and trust persist. Both clinicians and patients may be hesitant to rely on AI-assisted decision-making because of unfamiliar-
ity, perceived complexity, or concerns about errors and accountability [8,34]. To ensure that AI adoption is safe, equitable,
and aligned with broader health-system-strengthening goals, it is essential to address these interconnected challenges.

Big Data Analytics in Healthcare

The effective implementation of big data analytics in LMICs faces several challenges. Data heterogeneity and quality:
A significant concern is the quality and diversity of data. Clinical records, imaging, laboratory results, and administrative
datasets are often incomplete, fragmented, or non-standardized. This compromises the reliability of analytic outputs and re-
duces the accuracy of AI-driven applications [42,51]. Infrastructure constraints: Many LMICs lack the high-performance
computing capacity, secure cloud storage, and reliable network connectivity needed to process and manage large-scale
datasets. The absence of Standards-Based Interoperability Infrastructure, such as Health Level Seven (HL7) Fast Health-
care Interoperability Resources (FHIR), limits the seamless integration of multi-source health data and undermines efforts
to harmonize this information [25,33]. Workforce and skills gaps: There is a noticeable shortage of data scientists, bioin-
formaticians, and health professionals trained to interpret and operationalize analytical insights. This limits the ability
to translate big data into actionable clinical and policy decisions [27,36,42]. These challenges significantly hinder the
advancement of big data analytics in healthcare within LMICs. Additionally, privacy, ethical, and regulatory challenges
persist. Protecting sensitive patient information, obtaining informed consent, and ensuring compliance with national and
international regulations are particularly complex in resource-limited settings. Furthermore, when datasets are not repre-
sentative, big data analytics may inadvertently reinforce existing inequities rather than promote equitable improvements
in health systems [36,42,51].

4.2.2. Long-Term Prospective Technologies

Precision Medicine: Challenges in Genomic Data Integration

The implementation of PM in LMICs encounters significant challenges, particularly in integrating genomic data,
safeguarding data privacy, ensuring regulatory compliance, and addressing limitations in computational capacity and in-
frastructure [44]. Infrastructure and Cost: Integrating large-scale genomic datasets with clinical and phenotypic informa-
tion demands advanced computational infrastructure and secure data storage systems. When combined with AI-driven
analytics, these requirements become technically complex and financially burdensome for many health systems [44,46].
Workforce Gap: The limited availability of trained professionals further hinders progress. Effective implementation of PM
relies on bioinformaticians, genetic counsellors, molecular pathologists, and clinicians with expertise in genomics. How-
ever, such expertise is often scarce in many LMICs, and the inadequate incorporation of genomics into medical and health
professional training programmes exacerbates this skills gap [42,72,76,77]. Data Inequity: Another significant barrier is
the inequity in how data is represented. Global genomic research often disproportionately focuses on populations in high-
income countries, particularly individuals of European ancestry [39]. This underrepresentation of LMIC populations in
genomic databases restricts the validity, transferability, and equity of predictive models and precision tools across diverse
genetic backgrounds [40,78,79]. Ethical and regulatory concerns: These issues complicate the adoption of PM. Concerns
regarding informed consent, genetic discrimination, and the absence of harmonized cross-border data governance frame-
works impede genomic data sharing. Compliance with international regulations, such as the Health Insurance Portability
and Accountability Act (HIPAA) and the General Data Protection Regulation (GDPR), can be especially challenging in
settings with limited legal and institutional capacity. Additionally, weak interoperability between genomic repositories
and registries restricts the integration of genotype–phenotype relationships into routine clinical workflows. Overall, these
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structural, ethical, and technical constraints hinder the scalable, sustainable, and equitable implementation of PM in LMIC
health systems [26,39,44,46,50,80].

The Internet of Medical Things and Remote Monitoring

The IoMT and remote patient monitoring systems hold significant potential for enhancing clinical care. However,
their implementation in LMICs faces several technical, regulatory, and operational challenges. Data privacy and cyber-
security are primary concerns. IoMT systems continuously generate and transmit large volumes of sensitive health data
across interconnected networks, making them susceptible to cyberattacks, unauthorized access, and data breaches [51,81].
Data management also presents additional challenges. Successful IoMT implementation requires robust mechanisms for
data integration, synchronization, filtering, storage, and anonymization. These measures are essential to protect patient
confidentiality while delivering clinically relevant information. The diversity of devices, proprietary platforms, and non-
standardized data formats complicates seamless interoperability across systems. These issues are particularly pronounced
in settings with limited bandwidth, unstable connectivity, and insufficient adherence to interoperability standards [51,81].
Scalability and system upgradability are crucial yet challenging in rapidly evolving technological landscapes. Continuous
innovation demands frequent hardware replacements and software updates, which can be resource-intensive and unsus-
tainable in low-resource settings [51,82]. Without long-term procurement and maintenance strategies, pilot deployments
risk becoming fragmented and outdated. Cost-effectiveness represents another significant barrier. IoMT ecosystems rely
on multiple sensors, wearable devices, connectivity infrastructure, and data management platforms, leading to substantial
initial investment, ongoing maintenance, and replacement costs for both health systems and end users [50,75]. These
financial burdens can restrict equitable access and long-term sustainability. Finally, power consumption and energy de-
pendency remain ongoing limitations. Many IoMT devices rely on battery power, and frequent charging or replacement
can be impractical in areas with unreliable electricity. The inefficiency of energy use, combined with limited access to
stable power grids, hampers routine deployment and highlights the need for energy-efficient device design and integration
with renewable energy solutions—an important consideration for many LMICs [51,82].

Blockchain for Data Security and Supply Chain Integrity

Implementing blockchain technology in health systems requires approaches that are safe, ethical, people-centred,
cost-effective, and evidence-based [6,27]. Achieving these goals is particularly challenging in LMICs, where resource
limitations, fragmented digital infrastructure, and context-specific operational barriers hinder adoption [56,58]. Many
LMICs lack comprehensive national digital health strategies that explicitly assess and integrate blockchain solutions within
broader health system priorities. Specifically, the absence of strategic planning hampers the careful evaluation of global
blockchain-based platforms and shared digital services with respect to access, cost, quality, safety, and long-term sustain-
ability [56,57].

4.3. Scope and Future Directions

Despite significant challenges, the evolving digital health landscape in LMICs presents substantial opportunities to
improve health system design, governance, and service delivery. To leverage these opportunities, it is essential to move
from fragmented, pilot-based initiatives to integrated, system-wide strategies for national digital transformation [6,18,62].
The following pillars are vital for successful and sustainable implementation.

4.3.1. Health System Strengthening and Resilience

Digital health has evolved from merely a collection of technological interventions to a foundational element for
strengthening health systems in many LMICs. Its focus has expanded not only to improve service delivery but also to
restructure the HIS, governance models, and frameworks for patient engagement.

Traditionally, many health systems in LMICs have relied on paper-based records, resulting in fragmented data flows,
insufficient continuity of care, and limited evidence to inform planning and decision-making. The expansion of EHRs
and interoperable digital platforms presents an opportunity to enable real-time data access, improve care coordination, and
enhance system responsiveness and resilience, especially during public health emergencies [6,12,62]. For example, Angola
has improved Tuberculosis (TB) surveillance through the Electronic Medical Record System (EMRS), resulting in better
patient care [83]. In Rwanda, the introduction of a national HIE that uses a unique patient identifier has successfully ensured
continuity of care across public and private facilities, marking a significant advancement in the country’s digital health
transformation [84]. Similarly, Brazil has established a unified national health system to create a comprehensive database
for epidemiological, administrative, and clinical purposes [85]. In addition to developing infrastructure, it is essential to
enhance digital literacy and workforce capacity [62,72]. Building competencies in data management, digital applications,
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and AI-supported decision-making is critical for ensuring the effective adoption and long-term sustainability of digital
transformation initiatives [6,18,72]. Lastly, policy alignment and governance are vital for supporting these advancements.

4.3.2. Policy Alignment and Governance Frameworks

A critical future direction for digital health transformation in LMICs is to align policies and strengthen governance
mechanisms. As digital health ecosystems become more complex, data-driven, and interconnected, establishing coherent
regulatory and institutional frameworks becomes essential. These frameworks are crucial for protecting data privacy, en-
suring ethical deployment of AI, strengthening cybersecurity, and enabling secure cross-border data exchange [27,61,70].
Global coordination platforms, such as the Global Initiative on Digital Health (GIDH), provide valuable opportunities
to harmonize standards, promote interoperability, facilitate knowledge exchange, and support countries in developing
context-specific digital health roadmaps [86]. Strengthening the alignment between global frameworks and national im-
plementation strategies will be vital for ensuring that digital transformation efforts are scalable, secure, and equitable.

4.3.3. Local Innovation and Public–Private Partnerships

An important future direction for HISs is the transition to “loose coupling” architectures. Unlike rigid, monolithic
platforms, loosely coupled systems enable modular design, enabling various applications to work together through shared
standards and open interfaces. This approach enhances flexibility, scalability, and adaptability—qualities that are espe-
cially critical in LMICs, which often face resource constraints and rapidly changing health priorities [15]. Promoting
local innovation within interoperable ecosystems allows governments, startups, academic institutions, and private-sector
entities to develop digital solutions tailored to local needs. A prime example is the Rwanda Health Information Exchange
(RHIE), an interoperability framework that facilitates communication and data exchange across healthcare systems. By
integrating healthcare data in accordance with global standards, RHIE has improved data accuracy, accessibility, and real-
time sharing of patient information, including visit summaries, diagnostic results, and treatment histories. This integration
supports continuity of care and informed clinical decision-making [84].

PPPs can further accelerate innovation, expand technical expertise, and mobilize investment that aligns with national
health strategies and public interest objectives [15]. Rwanda’s focus on engaging the private and academic sectors through
PPPs has been crucial to its success in transforming healthcare through digital solutions. These partnerships ensure that
the health workforce becomes digitally literate and is prepared to utilize the technology integrated into Rwanda’s health
systems [84].

4.3.4. Scalable, Interoperable, and People-Centred Digital Solutions

The future of digital health revolves around moving away from isolated, pilot-based initiatives and transitioning
toward integrated national digital ecosystems aligned with UHC goals. A noteworthy example of this is Indonesia, which
successfully implemented a national-scale digital management system in response to the COVID-19 pandemic. This
system encompassed detection, prevention, treatment, and monitoring [75]. Resilient health systems will increasingly
depend on interoperable, scalable, and people-centred DPI to enhance service delivery. This approach closely aligns
with the core objectives of the WHO Global Strategy on Digital Health, which emphasizes global collaboration, strong
governance, and systems that prioritize people, all empowered by digital technologies [6,27,61,72].

4.4. Limitations

This study is a narrative review, which means it does not provide a systematic evaluation of all available evidence.
The findings may be influenced by publication bias, selective reporting, and differences in study quality. Additionally,
the review may not fully include regional reports or other grey literature that could offer important contextual insights.
The diversity of study designs, health system contexts, and digital health interventions also limits the generalizability of
the conclusions. Despite these limitations, this review offers a thorough synthesis of key themes and emerging issues
important to the transformation of digital health in LMICs.

5. Conclusions

LMICs have a unique opportunity to leverage digital health as a catalyst for transformative change within their health
systems. This review highlights that achieving sustainable digital health transformation requires strategic alignment with
national health priorities, strong governance frameworks, interoperable systems, and ongoing investment in workforce
capacity. Emerging technologies, such as AI and advanced analytics, have significant potential to enhance efficiency,
improve clinical decision-making, and support population health. However, their implementation must prioritize fairness,
transparency, and contextual relevance to avoid perpetuating existing inequities.
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An approach that emphasizes equity, is centred on people, and is supported by inclusive design, robust data gover-
nance, and locally driven innovation is crucial to ensuring that digital health provides meaningful benefits to underserved
populations. By integrating digital health within broader health systems and policy reforms, and by moving beyond frag-
mented pilot initiatives to establish a cohesive DPI, LMICs can accelerate progress toward UHC and improve health
outcomes for their populations.
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